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= Page Table Entries hold security-critical metadata
= On x86 and RISC-V: Barely any bits left
= New security features are hard to integrate
We ...
= introduce FatPTE
I %86 and RISC-V hardware extension that enhances PTEs with dedicated metadata

= perform a case study

& Investigate 10 commercial and academic countermeasures & requirements
= implement and evaluate x86 and RISC-V prototypes

A3 x86 gems5 prototype and RISC-V FPGA implementation

Lt 1.34 % overhead for x86 and 1.99 % for RISC-V

Lukas Lamster
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= Metadata in PTEs is essential for security features
= Sparse bit count hinders adoption of novel security features

)
= Extend PTEs with dedicated metadata region

= Improve security features, no competition for metadata bits
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We identify four key parameters

‘P1 Metadata Region Size P, Metadata Region Layout
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Q3 Design Space

We identify four key parameters

‘P1 Metadata Region Size P, Metadata Region Layout

P3 Affected Table Levels P4 TLB Entry Size

Tradeoff between area and performance
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We identify security features that use PTE-based metadata
Mechanism Application ISA # PTE bits
= Intel CETSHSTK  Access Permission x86-64 1-bit"
‘S ARMBTI Legacy Compatibility ~ARMv8.5 1-bit
g Intel MPK Protection Key x86-64 © 4-bit
g ARM Domains Protection Key ARMVT @ 4-bit
O Intel TME-MK Key Identifier (KeylD) — x86-64 @ 15-bit*
IMIX Access Permission x86-64 1-bit
E Donky Protection Key RISCV @  10-bit
3 Multi-Tag Page-granular Tag x86-64 © 16-bit
g PT-Guard Cryptographic MAC x86-64 @  12-bit
SecWalk Redundancy Code RISCV @  25-bit
© Profits from additional bits T Implicitly encoded 1 Up to 15-bit
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What are the performance implications of our modifications?
Challenges:

= Changing paging requires hardware changes (PTW, TLB)
= Changing x86 hardware is not possible
1
e2cem>d
We implement FatPTE using the gem5 simulator
= Evaluate FatPTE in four configurations = Simpoint-based simulation
= PLTOvs. PTL4 = O3CPU configured as Skylake CPU
= TLB-Fvs. TLB-H = SPEC CPU 2017 workloads

n Lukas Lamster
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What are the performance implications of our modification?

AoprioTie-FilnpTLaTLB-FOBPTLO TLB-H [ PTLA TLB-H

59%

Overhead [%)]

SEwswws 2 5%
2
2

. [§0.3% |
~ [[0.1%
é
2 o -
0%

Lukas Lamster



L x86 Evaluation Results isectugraz.at m

What are the performance implications of our modification?

AoprioTie-FilnpTLaTLB-FOBPTLO TLB-H [ PTLA TLB-H

Thisisthe

Overhead [%)]

Lukas Lamster



L x86 Evaluation Results isectugraz.at m

What are the performance implications of our modification?
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What are the performance implications of our modification?
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A TLB Size influences overhead strongly
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What are the performance and area implications of our modifications?

For RISC-V
= we implement a hardware prototype

= based on the CVA6 open-source core

iTLB  dTLB | LUTs FFs
Base 64 32 | Total 45626 29843
TLB 7072 8990
TLB-F 64 32 | Total 51700 (+13.3%) 36152 (+21.1%)
TLB 11040 (+56.1%) 15134 (+68.3%)
TLB-H 32 16 | Total 45544 (-0.2%) 28519 (-4.4%)
TLB  3801(-46.3%) 7566 (-15.8%)
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Ll RISC-V Evaluation

What are the performance and area implications of our modifications?

For RISC-V
= we implement a hardware prototype
= based on the CVA6 open-source core

iTLB  dTLB | LUTs FFs
Base 64 32 | Total 45626 29843
TLB 7072 8990

TLB-F 64 32 Total 51700 (+13.3%) 36152 (+21.1%) A significant
TLB 11040 (+56.1%) 15134 (+68.3%) area increase
( (
( (

TLB-H 32 16 | Total 45544 (-0.2%) 28519 (-4.4%) sl Overall area
TLB 3801 (-46.3%) 7566 (-15.8%) does not increase
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& Security features often require page-granular metadata stored in PTEs
@ Bit scarcity hinders adoption and simultaneous use

sl Increasing the PTE size is a feasible solution for that issue

L4 Performance overheads are low

Open Questions
B Influence of different page sizes and synergies with FatPTE

Q2 Comparison with ARMv9 hardware
1@ Combination with segmentation

Lukas Lamster
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