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isec.tugraz.at® Problem Statement - Contributions

Page Table Entries hold security-critical metadata
On x86 and RISC-V: Barely any bits left
New security features are hard to integrate

We ...
introduce FatPTE
@ x86 and RISC-V hardware extension that enhances PTEs with dedicated metadata

perform a case study
ó Investigate 10 commercial and academic countermeasures & requirements
implement and evaluate x86 and RISC-V prototypes
Ô x86 gem5 prototype and RISC-V FPGA implementation
¡ 1.34 % overhead for x86 and 1.99 % for RISC-V
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isec.tugraz.at� Metadata in Page Table Entries

Feb. 2025, tech-privileged@lists.riscv.org

Page table entries have spare bits
(Security) features require PTE bits
Number of bits declined in the past
Adding features requires more bits

Physical Page Number
XD Protection Key Reserved

R Ignored G PAT D A PCD PWT US RW P

63 48

15 0
P: Present R/W: Read/Write U/S: User/Supervisor PWT: Write Through
PCD: Cache Disabled A: Accessed D: Dirty PAT: Page Attribute Table
G: Global R: Restart XD: Execute Disabled

x8
6P

TE

Physical Page Number
N PBMT Reserved

RSW D A G U X W R V

63 48

15 0
V: Valid RWX: Read/Write/Execute U: User mode G: Global A: Accessed D: Dirty
RSW: Reserved for Supervisor PBMT: Page-Based Memory Types N: NAPOT

RI
SC

-V
PT

E
5 Lukas Lamster

https://lists.riscv.org/g/tech-privileged/topic/111280869##msg2277
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Metadata in PTEs is essential for security features
Sparse bit count hinders adoption of novel security features

↓
Extend PTEs with dedicated metadata region
Improve security features, no competition for metadata bits
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isec.tugraz.atÔ Design Space

We identify four key parameters
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P3 Affected Table Levels P4 TLB Entry Size
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isec.tugraz.atÛ Case Study
We identify security features that use PTE-based metadata

Mechanism Application ISA # PTE bits

Co
m

m
er

ci
al Intel CET SHSTK Access Permission x86-64 1-bit†

ARM BTI Legacy Compatibility ARMv8.5 1-bit
Intel MPK Protection Key x86-64 � 4-bit
ARM Domains Protection Key ARMv7 � 4-bit
Intel TME-MK Key Identifier (KeyID) x86-64 � 15-bit‡

Ac
ad

em
ic

IMIX Access Permission x86-64 1-bit
Donky Protection Key RISC-V � 10-bit
Multi-Tag Page-granular Tag x86-64 � 16-bit
PT-Guard Cryptographic MAC x86-64 � 12-bit
SecWalk Redundancy Code RISC-V � 25-bit

"Steals" bits
from PPN

Exceeds "reserved"
bits

� Profits from additional bits † Implicitly encoded ‡ Up to 15-bit

Existing designs are hard to implement due to bit sparcity
FatPTE allows for co-existence of multiple features
7/10 designs improve with increased metadata bits

P1 Metadata Region Size64 Metadata Bits is feasibleP 3 No. of levels depends

on security features
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isec.tugraz.at¡ x86 Evaluation

What are the performance implications of our modifications?
Challenges:

Changing paging requires hardware changes (PTW, TLB)
Changing x86 hardware is not possible

↓

We implement FatPTE using the gem5 simulator
Evaluate FatPTE in four configurations
PLT0 vs. PTL4
TLB-F vs. TLB-H

Simpoint-based simulation
O3CPU configured as Skylake CPU
SPEC CPU 2017 workloads
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isec.tugraz.at¡ x86 Evaluation Results

What are the performance implications of our modification?
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Layout is superior
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isec.tugraz.at¡ RISC-V Evaluation

What are the performance and area implications of our modifications?

For RISC-V
we implement a hardware prototype
based on the CVA6 open-source core

iTLB dTLB LUTs FFs

Base 64 32 Total 45626 29843
TLB 7072 8990

TLB-F 64 32 Total 51700 ( +13.3%) 36152 ( +21.1%)
TLB 11040 ( +56.1%) 15134 ( +68.3%)

TLB-H 32 16 Total 45544 ( -0.2%) 28519 ( -4.4%)
TLB 3801 ( -46.3%) 7566 ( -15.8%)

. Significant
area increase

m Overall area
does not increase

11 Lukas Lamster
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m Increasing the PTE size is a feasible solution for that issue
¡ Performance overheads are low
Open Questions
@ Influence of different page sizes and synergies with FatPTE

Ô Comparison with ARMv9 hardware
± Combination with segmentation
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