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We want to detect such attacks!
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General Idea:

◎ Monitor vulnerable cache lines

Û Detect flush operations

. Notify victim

Challenges

Reliably detecting CLFLUSH operations on target cache lines

Without causing too many false positives
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UMWAIT and MWAITX www.tugraz.at

So far no easy way of detecting CLFLUSH

Recently, AMD and Intel introduced MWAITX and UMWAIT

Intel Software Developer’s Manual - Description of UMWAIT

Research Question

What other events cause wakeups of UMWAIT and MWAITX?

Do CLFLUSH instructions cause wakeups?
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Framework Findings www.tugraz.at

CPU Generation
Analyzed Data Mod. No Data Mod.

Instructions 4 6 4 6

ø Zen 2 2996 385 14 4 2593

ø Zen 3 3005 399 0 4 2602

á Zen 4c 12 880 655 6 4 12 215

ø Alder Lake 3044 389 12 3 2640

ø Arrow Lake 3124 418 12 0 2692

á SPR 15 039 647 18/0† 5 14 369

á EMR 15 040 647 18/0† 5 14 370

á Server CPU ø Desktop CPU † Arbitrary Thread/Sibling Thread

Findings

CLFLUSH causes wakeups!

Some instructions bypass the wakeup logic

AMD systems only wake up for sibling threads
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Introducing WaitGuard www.tugraz.at

Idea: detect CLFLUSH using UMWAIT
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Evaluation www.tugraz.at

Implement three different Flush+Reload Attackers

V1 Attack T-Table cache lines one after the other

V2 Flush + Reload on all T-Table cache lines

V3 0.2% chance of attack for each iteration (stealthy)
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Evaluation www.tugraz.at

Implement Proof-Of-Concept and attack victims V1 to V3

/ Test different window sizes to filter false positives

T Apply system noise using stress-ng

¡ Compare to Measure-Only approach
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Results

We reach 100% detection rate with < 0.1% false positives!
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Monitoring Multiple Cache Lines www.tugraz.at

Downside of UMWAIT: Only one cache line per logical thread

Â Schedule monitoring for multiple cache lines

¶ Implement pseudo-random scheduling

Û and cache-line focused scheduling
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Wakeup Trigger Distributions www.tugraz.at

When does WaitGuard detect an attack?
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Results

We detect Flush+Reload attacks early in the attack process!

16 Lukas Lamster — ISEC – Graz University of Technology



Conclusion



Conclusion www.tugraz.at

4 WAIT instructions wake up on non-modifying instructions

6 WAIT instructions can miss data-modifying instructions

? Weird behavior on AMD systems

Û WAIT instructions detect CLFLUSH (on some systems)

¡ WaitGuard achieves a high detection rate with virtually no false positives
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